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Issue 7 

Battery Management Systems play a central role in ensuring that batteries
operate safely and efficiently. As battery systems become more connected
and increasingly rely on advanced digital models, they also need to
exchange larger amounts of data and support improved monitoring and
battery-state estimation.

This newsletter highlights two key BATMAX developments, improved BMS
connectivity through Internet-compatible communication and a secure way
to integrate advanced battery models into foxBMS.

BATMAX developed an IoT-native Battery Management System (BMS) that
can support connectivity with cloud-based services. A TCP/IP stack was
implemented using open-source components to enable reliable data transfer
between the BMS and other parts of the system.
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IoT StructureIoT Structure
The structure of the IoT-native communication interface is aligned with the
Open Systems Interconnection (OSI) reference model. Within BATMAX, a
simplified five-layer view is used, ranging from the physical transmission of
data to application-level communication services. The figure below
presents the main function of each layer together with its specific
implementation within the BMS.

Communication model of the IoT-native BMS

The following sections explain how the main communication layers were
implemented and tested within foxBMS.



Network Interface in the foxBM 

Data link Layer 

Physical Layer 

Physical and Data Link LayerPhysical and Data Link Layer
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The physical and data-link layers are mainly related to the communication
hardware. The figure below provides a simplified overview of how
communication flows across these two layers.
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A key step in BATMAX was the development of the physical communication foundation for
an IoT-native Battery Management System. The foxBMS 2 platform was extended with
Ethernet-capable hardware and the corresponding software drivers, enabling the BMS to
receive and transmit Ethernet data.

The required drivers were first
developed and tested on
evaluation boards before
being integrated into the
foxBMS BMS-Master.

In addition, a dedicated
network interface was
implemented to connect the
Ethernet hardware with the
FreeRTOS TCP/IP stack,
creating the basis for reliable
communication with higher-
level systems while preserving
the separation between
communication functions and
the safety-related operation of
the BMS.

Initial driver testing on evaluation boards

Physical and Data Link LayerPhysical and Data Link Layer
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Network layerNetwork layer

Building on the Ethernet
communication foundation,
BATMAX implemented the network
layer needed for IP-based
communication. The new
communication tasks were
carefully integrated into the
foxBMS software and assigned
appropriate priorities, ensuring
that the BMS’s safety-critical and
core functions remained prioritised
over network-related activities.
The network connection was then
verified using a standard ping test.
Successful requests and responses
confirmed that the BMS could be
reached over the network and that
the basic IP communication
functions operated correctly.

Principle of IMCP Ping requests
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Transport LayerTransport Layer
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After establishing IP-based
connectivity, BATMAX
implemented the transport layer
required for reliable end-to-end
communication. The work
focused on TCP, which provides
connection-oriented data
transfer with reliable and
ordered delivery. To validate the
complete communication path, a
TCP echo server was developed.
Data sent by a client to the BMS
was received and returned,
demonstrating that information
could travel successfully from the
physical Ethernet connection
through the communication stack
to the application and back. With
this basic functionality
established, application-specific
communication services can be
built on top of the IoT-native
BMS interface.

Simplified server-client communication 
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TestingTesting
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The IoT-native communication interface was tested step by step to
verify its operation across the complete communication chain. Initial
tests confirmed that the Ethernet hardware was correctly detected,
configured and connected, and that Ethernet data could be exchanged
between the foxBMS platform and the network.

The testing then progressed to the network and transport layers.
Network traffic was monitored to confirm correct communication, while
ping tests verified that the BMS could be reached through its IP address.
Finally, the TCP connection and echo server were tested, confirming that
data could be sent to the BMS, received correctly and returned to the
client. Together, these tests validated the operation of the integrated
communication interface from the physical hardware up to TCP-based
data exchange.

IoT Test EnvironmentIoT Test Environment

Beyond the communication interface itself, BATMAX also prepared an IoT
test environment to explore how battery data can be collected,
temporarily stored and transferred to cloud-based services. In this setup,
a gateway collects battery-related information from the BMS through the
CAN interface, performs basic pre-processing and forwards the data to
cloud-based backend services for processing and storage.
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IoT Test Environment
To support reliable operation during temporary connectivity
interruptions, the gateway can buffer the data locally. The modular
architecture also allows the BMS, gateway and backend services to
operate independently while still supporting end-to-end testing under
conditions such as communication interruptions, device restarts and
long-duration operation.

Software architecture of the edge device

In parallel, BATMAX developed a complementary framework that allows
advanced battery models to be integrated and executed directly within
the foxBMS platform.
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foxBMS Model-Integration Framework
Advanced battery models are often complex and may contain
proprietary algorithms and parameters that model developers need to
protect. To address this challenge, BATMAX developed a framework that
enables third-party battery models to be integrated into the foxBMS
platform while keeping the proprietary model logic separate from the
core BMS interface code.

Through the framework, a model developer can provide a battery
model together with the required configuration parameters. The
model is first checked against the framework requirements and

then converted into C code using an appropriate code-generation
tool. The generated code is subsequently refined and integrated
into predefined locations within the foxBMS software, allowing it

to be called through the BMS state-estimation interfaces.

Framework Architecture for deploying battery model to the BMS in an IP secure manner
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foxBMS Model-Integration Framework
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The framework was tested using digital battery models developed in
MATLAB/Simulink. These models were adapted so they could run directly
within foxBMS. The BMS sends measurements such as voltage,
temperature and current to the model, and the model returns
information about the battery’s condition.

Once the model had been converted and integrated, it was compiled
together with the foxBMS software and deployed to the foxBMS master
board. A dedicated test setup was then used to compare the results
produced by the embedded model with reference results calculated on
a PC, verifying that the model operated correctly after its integration
into the BMS.



Conclusion — Looking ahead

The developments presented in this newsletter strengthen two important
capabilities of the BATMAX Battery Management System. The IoT-native
communication interface enables the BMS to exchange more
measurement and diagnostic data with higher-level controllers and
cloud-based systems. At the same time, the model-integration
framework allows advanced battery models to run directly within
foxBMS and use battery measurements to provide information about the
battery’s condition.

Looking ahead, the communication foundation can support more
advanced IoT functions, including structured data exchange, secure
communication and remote software updates. The model-integration
framework is also expected to support additional types of battery
models in the future. Together, these next steps can contribute to more
connected, secure, updateable and adaptable battery systems.
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