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Abstract

Higher level functional descriptions and requirements of BMS

Publishable Summary

This deliverable builds upon the input from stakeholders (D7.1) which includes charging/discharging
profiles, standards, and certifications for different use cases. Deliverable provides description of
different applications, high level requirements and use cases of the system that are relevant to the
implementation of the BATMAX.

The main goal of this task is to illustrate the high-level system and environmental requirements in
different use case scenarios. The secondary goal is to define the safety protocols of the BMS,
operational conditions and possible considered risks for the solution.

Figure 1: Sensoring data from BMS used in cloud to generate parameters update

The system includes a physical (edge) Battery Monitoring System as well as computational cloud as
well as flow of data and their interaction and interplay. Data includes applications for HDV, off-road,
maritime, and stationary use cases. New types of sensors and cloud algorithms will be used to create
beyond state-of-the-art solutions.
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1. Functionalities and high-level requirements of the Fraunhofer

foxBMS

1.1. General
Detailed SW and HW requirements are defined in the work package 5.1 documentation. This

documentation describes the high-level requirements and operational conditions for the project.

1.1.1. BMS data should report cell temperature, voltage, current acoustic sensor data

The BMS should periodically report Electrochemical Impedance Spectroscopy (EIS), temperature,

voltage, current and acoustic sensor data to CAN bus.

Maritime

e For maritime applications, it is a requirement to monitor all cell block voltages and there

should be at least one temperature measurement per cell block, in addition to the current,

pack voltage and the other measurements. The cell voltage measurement should have a

resolution in the order of ~1mv and current sensor accuracy should be in the order of ~0.5%.

All the measurements are to be logged every second.

e The BMS should be able to aggregate all the measurements from all cell blocks, modules, and

packs.

e Condition monitoring requirements are that:

O

The BMS shall continuously monitor cell voltages, temperatures, and pack current. If
any of them violates the assigned limits, the BMS should first generate a warning and
subsequently an alarm before opening the contactor to stop the battery operation
The BMS shall be able to deal with the possible erroneous readings coming from the
temperature and voltage sensors such as unexpected spikes, NaN etc.

The BMS shall calculate SOC and SOH aggregated to pack and system levels, and inform
the higher-level control system, for example Energy Management System (EMS) on
the vessel, in addition to displaying the values

In order to have the designed lifetime, the BMS also sends current limits dependent
on the SOC, SOH, temperature both for charging and discharging operations

The BMS shall have the balancing function to make sure that all the cells are balanced
within a specification, for example, the SOC difference should be within1%

The BMS shall be able to disconnect pack automatically if there is an abnormal
unbalance among cell/module voltages

1.1.2. BMS data should be delivered to cloud algorithms
Data reported by the BMS to the CAN bus should be routed to a cloud server through the gateway unit.

1.1.3. Cloud algorithm should analyze delivered BMS data
Neural networks should be trained for the BMS data, and algorithms should analyze the delivered BMS

sensor data.
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1.1.4. New parameters should be possible to be delivered to the BMS from the cloud
Neural network algorithm analysis results could create fixed values for the BMS for optimal usage of
the battery and new optimized parameters should be possible to deliver to the BMS from the cloud
through the Gateway system.

1.1.5. The BMS should take new parameters in use and deliver new data with updated
parameter values to the cloud
New optimized parameters from the cloud should be updated to BMS configurations to adaptively
improve the battery functionality.

1.1.6. Cyber security
It is important to ensure cyber security when there is a two-way communication between the BMS and
the cloud. All the update of parameters and/or BMS firmware needs to have checkpoints so that the
new parameters will not change the normal behavior of the BMS. The firmware needs to go through
standardized test routines before being used for the update.

1.2. Maritime
In this section, the Orca Energy Storage System from Corvus Energy is taken as an example for
documentation purposes. Figure 2 shows the schematic of Orca pack.
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Figure 2: Orca ESS battery pack schematic

1.2.1. Safety features
The Orca ESS is equipped with multiple levels of safety systems. These systems are described in this
section.

Battery Management System Safeties
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A number of features of the BMS act to help prevent battery damage, which could lead to future TR
events.

The Corvus BMS:

e Monitors the temperature of the battery cells and ambient locations within every module.
o Transmits a warning if any cell temperature exceeds 60°C.
o Transmits a fault and interrupts the current if any cell temperature exceeds 65°C.
o Has dedicated hardware (independent of software) to open the pack controller
contactors and interrupt the charging current if any cell temperature exceeds 70°C.
e Monitors the voltages of all cells in all modules

Cell voltage

BMS action

Any cell voltage exceeds an upper
voltage warning limit or falls below a
lower voltage warning limit

Transmits a warning

Any cell voltage exceeds upper voltage
alarm limit or falls below lower voltage
alarm limit

Transmits a fault and interrupts the
current

Any cell voltage exceeds the maximum
cell voltage limit or falls below the
minimum voltage limit

Dedicated hardware (independent of
software) to open the pack controller
contactors and interrupt the current

e Has balancing features that adjust the voltage of the cells dynamically so that all cells in the
pack are kept within a small range of each other (cells are said to be “balanced”). There is no
requisite rest period for balancing to occur.

e Monitors the SOH of each cell as a percentage of its original capacity.

e Utilizes an advanced SOC algorithm that accurately computes the SOC even during charge and
discharge and transmits the SOC value to the EMS.

e Utilizes an advanced algorithm that computes the maximum allowable charge and discharge
current based on cell temperatures, cell voltages, and SOC. These maximum allowable charge
current values are transmitted to the EMS.

Mitigation of Thermal Runaway

The most dangerous event that can occur to any lithium-ion battery system is called “thermal
runaway.” This could happen if the battery is subjected to extreme heat, serious mechanical damage,
or abusive usage, including overcharging. If thermal runaway starts, a battery cell releases hot, toxic,
flammable gases. The BMS is designed to prevent the onset of thermal runaway due to overheating or
abusive usage, but in the extremely unlikely event that it does occur, Orca ESS includes mitigating
measures to manage the event.

Each battery cell in Orca ESS is isolated within the Battery Module with a proprietary mechanical and
thermal structure that effectively prevents the high temperatures of one cell from causing other cells
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within the module to overheat. This means that if a cell enters thermal runaway, then the failure is
contained and cannot propagate.

Lithium-ion batteries do not produce any type of gas under normal operating conditions. However, if
a cell does experience thermal runaway, then it will release a significant amount of gas. The Orca ESS
battery modules are sealed units with built-in emergency exhaust channels that vent through the rear
of the battery modules. These vent ports are sealed to an exhaust duct integrated with the Orca ESS
rack system, which channels the gases so that they can be directed out of the battery space and out of
the installation.

1.2.2. Orca BMS
Orca ESS provides a Battery Management System (BMS) designed specifically to maintain the batteries
in a safe and healthy state. The BMS for Orca ESS is the 4th generation system developed by Corvus
specifically for maritime operation. The BMS has integrated sensors that measure the voltage of every
cell, sensors that monitor the temperature of the battery cells, and sensors that measure the overall
voltage and current. See Table 1 for more information, comparing also to a typical approach in off-
road machinery.

Off-road
Main BMS features Orca machinery
Cell balancing
Standard cell balancing X X
Dynamic cell balancing (balances while operating) | X X
State of charge (SOC)
Basic X X
High accuracy under full load X X
Verified accuracy X X
State of health (SOH)
Computed off-line X X
Continuous, on-line calculation X X
Verified accuracy based on years of operation X X
Communication protocols
CAN J1939 X X
CAN Open X
CAN proprietary X
Modbus TCP X
Logging and Connectivity
Array Manager or additional data logger required | X X
Integrated with Pack Controller X X

Table 1: Compares the features of the Orca BMS with a typical BMS used in off-road machinery.

Control of Energy Storage System (ESS)

The energy flow between generators, batteries, and propulsion is managed by the Energy
Management System (EMS) provided by the systems integrator. As is typical for battery systems, the
Orca ESS itself does not directly control the electrical current into or out of the batteries.
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Control of the energy flow into and out of the Orca ESS is determined by the equipment on the DC bus
to which the Orca ESS is connected. For example, to draw energy out of the Orca ESS the EMS may
increase the power consumption of a propulsion drive, causing the DC bus voltage to lower and current
to flow out of the batteries. It is important for the effective functioning of the propulsion system that
the EMS knows how much energy it can draw from (or store in) the batteries, and the limits to the
instantaneous power that it can demand (or supply). For this reason, the Orca ESS communicates with
the integrator’s EMS over a digital communications channel. The Orca ESS is available with several
protocols for communication, including the following:

e Modbus TCP — Modbus TCP is a vendor-neutral, open communication protocol used by many
integrators.
e J1939 - Orca ESS also supports the J1939 CAN protocol to ease integration.

Data Logging

To provide effective customer service, maintenance, and to optimize operation, the internal operating
parameters of the Orca ESS are stored in the battery management system memory. A service
technician can retrieve the logged data via the front panel of each pack controller or from the local
network access port.

Each battery pack has an Ethernet port dedicated to providing remote off-site data logging. This
dedicated port implements a secure, encrypted loT (Internet of Things) protocol to send operating
data to a secure data center. For security and safety, this loT channel cannot be used to push data onto
the battery management system — it is purposely designed to be a one-way channel.

The off-site data storage is not required for day-to-day operation nor is it part of the safety systems.
For this reason, Orca ESS is designed so that the internet connection does not need to be active at all
times. An intermittent, occasional connection to the internet is all that is required for the Orca ESS to
send data to the off-site data center.

ORCAESS

— Pack
Controller & \
r
Customer N Pack loT Gateway | | Firewall | _ |_°I _ CS;:;;
EMS [l Controller®| 4 (Lighthouse) ' I Sorvics
communication
Pack
ModbusTP ol Controller &

Figure 3: Orca ESS data logging system diagram.

Figure 3 shows the schematics of the data logging from battery pack controller to the cloud. The off-
site data repository assists Corvus service technicians to diagnose any issues. Moreover, Corvus
systems automatically process the off-site data repository and can provide advance indication of need
to service or maintenance.
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1.3. Heavy Duty Vehicles

1.3.1. Cell Monitoring and Balancing

Cell monitoring and balancing are crucial aspects of battery management systems (BMS) for heavy-
duty vehicles. The BMS is responsible for measuring battery parameters, controlling cell balancing, and
ensuring safe operation of the battery pack. Imbalances in cell voltage, temperature, and capacity can
limit the power delivery of the battery pack. Cell balancing in battery management systems can be
broadly classified into two types: passive cell balancing and active cell balancing. In passive cell
balancing, the method involves dissipating the excess charge from cells with higher charge levels. This
dissipation is typically achieved by directing the excess energy to a bleeding resistor, where it is
released as heat. On the other hand, active cell balancing takes a more dynamic approach by
transferring charge from cells with higher charge levels to those with lower charge levels. This transfer
helps in equalizing the charge across all cells in the battery pack, enhancing overall battery efficiency
and lifespan.

1.3.2. Thermal control
Batteries require a specific temperature range for optimal operation. Generally, thermal management
systems start cooling when the battery temperature exceeds around 40°C and begin heating when the
temperature drops below approximately 15°C.

Cooling Methods:

e Air Cooling: Used for moderate temperature management, this method employs ambient air
to dissipate heat from components.

e Liquid Cooling: Activated when temperatures exceed the upper safe limit (around 40°C), this
system circulates a coolant to efficiently reduce temperatures, especially in high-load
situations.

Thermal Management System (TMS): Monitors and maintains the optimal temperature range for the
battery, electric motor, and other components, using heating mechanisms as needed in cold
conditions.

Integrated Sensor and Control Systems:

e Sensors: Continuously monitor the temperatures of critical components.
e Control Unit: Based on sensor data, this unit activates cooling or heating to maintain
temperatures within the desired range (typically between 15°C and 40°C).

1.3.3. Energy management
An EMS in HDVs is crucial for optimizing the vehicle's overall energy use, particularly in electric and
hybrid-electric models. In hybrid vehicles, the EMS intelligently switches between, or combines the use
of, the electric motor and combustion engine based on efficiency and power requirements. It
prioritizes electric drive to reduce fuel consumption, engaging the combustion engine when necessary.

Core Functions of an EMS
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e Manages the flow of energy between the battery, electric motor, and in hybrids, the internal
combustion engine.

e Controls energy capture and storage during braking, enhancing overall efficiency.

e Monitors the SoC and SoH of the battery to prevent overcharging and deep discharging.

e Works in tandem with the thermal management system to optimize battery performance and
prevent thermal degradation.

e Adjusts energy allocation based on vehicle load and driving conditions, ensuring efficient
operation.

e In vehicles with selectable drive modes, the EMS adjusts energy usage based on the selected
mode (e.g., eco mode, power mode).

1.3.4. Safety and Protection
Safety and protection in HDVs encompass a broad range of measures and technologies designed to
ensure the safety of the vehicle, its occupants, and the environment. Given the complexity of hybrid
systems, which combine internal combustion engines with electric motors and high-voltage batteries,
these vehicles require specialized safety features.

e High voltage safety

e Battery safety

e Crash safety

e Software and control system safety
e Emergency response

e Environmental safety

1.3.5. Data Communication
The BMS is responsible for monitoring and managing various battery parameters and communicating
this data to other vehicle systems. The BMS communicates vital battery information to the vehicle’s
central control system, such as the ECU. This information is used for optimizing driving and energy
management strategies, such as regenerative braking, power distribution, and thermal management.
The BMS interfaces with the CAN bus, allowing for efficient data exchange with other systems like the
motor controller, GPS for range calculation, and the HVAC system for thermal management.

1.3.6. Durability and Harsh environments
Durability and the ability to withstand harsh environments are critical aspects of the BMS in HDVs.
Given the demanding conditions these vehicles often face, the BMS must be exceptionally robust. It
should have:

e Vibration and Shock resistance

e Tolerance of Temperature Extremes

e Moisture and Corrosion Resistance

e Dust and Particulate Matter Protection

e Robust software and algorithms

e Long-term reliability

e Compliance with standards and regulations
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1.4. Off-road

1.4.1. Securing SOA of Li-ion cells
Lithium-ion batteries are very power- and energy-dense electrical energy storage devices, and their
reaction to misuse or operation outside of their SOA can lead to catastrophic failure such as thermal
runaway and, possibly, a fire.

To secure long service life and operation of the cells in their SOA, a dedicated battery management
system has to be used to monitor the status of various critical safety related parameters.

1.4.2. General safety logic
The BMS continuously monitors several multiple system parameters to assure the SOA and prolonged
operational lifetime of the cells and the correct operation of the BMS electronics itself.

In normal operation, the BMS reports the maximum allowed discharge/charge power and current
based on the status of the individual cells and is expected to operate seamlessly in the background
without taking any action to intervene.

When exceeding pre-determined fault limits, a fault message is sent via CAN, all power/current limits
are set to zero and a countdown timer is initiated by the BMS. Upon timer expiration, the BMS shall
disconnect the battery from the DC-link. Once initiated, the countdown timer cannot be cancelled.
During the countdown, the load system shall set all consumers to the minimum to minimize any further
damage.

1.4.3. HVIL monitoring
All pluggable connectors of the battery system shall be included in a high voltage interlock loop to
monitor proper mating of the connector.

Connector disconnection will generate a fault in the fault tolerant time.

If the fault tolerant time is exceeded and the error persists, the BMS sends a fault message to the CAN,
sets all power/current limits to zero and starts a fault timer countdown. Upon timer expiration, the
BMS will disconnect the battery from the DC-link. Once initiated, the countdown timer cannot be
cancelled. During the countdown, the load system will limit all outputs to a defined safe value to
minimize further damage.

1.4.4. Cell voltage monitoring
The BMS continuously monitors the voltage of individual cells in the battery.

Any cell voltage deviation above or below predefined limit values will generate a fault in the fault
tolerant time.

If the fault tolerant time is exceeded and the error persists, the BMS sends a fault message to the CAN,
sets all power/current limits to zero and starts a fault timer countdown. Upon timer expiration, the
BMS will disconnect the battery from the DC-link. Once initiated, the countdown timer cannot be
cancelled. During the countdown, the load system shall set all consumers to the minimum to minimize
any further damage.
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1.4.5. Battery temperature monitoring
The BMS continuously monitors the temperature of the HV battery with various sensors.

Any temperature deviation above or below predefined limit values will generate a fault in the fault
tolerant time.

If the fault tolerant time is exceeded and the error persists, the BMS sends a fault message to the CAN,
sets all power/current limits to zero and starts a fault timer countdown. Upon timer expiration, the
BMS will disconnect the battery from the DC-link. Once initiated, the countdown timer cannot be
cancelled. During the countdown, the load system shall set all consumers to the minimum to minimize
any further damage.

1.4.6. Current/Power limiting
The BMS continuously calculates the maximum charge and discharge current/power allowed for the
battery. The allowed level depends on battery temperature, state of charge and cell voltages.

The BMS reports the instantaneous maximum allowed values via CAN and the load system shall obey
these limits in order to avoid entering fault mode.

1.4.7. Contactor control

The BMS incorporates a pre-charge circuit and two main contactors for safe connection/disconnection
of the DC-link.

Upon receiving a valid control command via CAN to connect to the DC-link, a pre-charge timer with a
predefined pre-charge time is initiated and the pre-charge circuit activated by the BMS, and the DC-
link capacitance is charged through a pre-charge resistor.

If the voltage difference between the battery and the DC-link is within a predefined limit value after
pre-charge time expiration, the main circuit is activated.

If the voltage difference between the battery and the DC-link exceeds the predefined limit value after
pre-charge time expiration, the connection to DC-link is aborted and “fault” —state is indicated via CAN.

Upon receiving a valid control command via CAN to disconnect from the DC-link, The BMS sets all
current limits to zero and disconnects the battery from the DC-link.

1.4.8. Isolation resistance monitoring
The BMS continuously monitors the isolation resistance of the HV battery.

Any measurement result below a predefined limit value will generate a fault.

If the fault tolerant time is exceeded and the error persists, the BMS sends a fault message to the CAN,
sets all power/current limits to zero and starts a fault timer countdown. Upon timer expiration, the
BMS will disconnect the battery from the DC-link. Once initiated, the countdown timer cannot be
cancelled. During the countdown, the load system shall set all consumers to the minimum to minimize
any further damage.
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1.4.9. Individual cell voltage balancing
Due to small differences in of individual cells that always exist even if they are manufactured with
minimal tolerances, the charge balance between individual cells of the battery system may drift over
time.

To maintain optimum performance of the battery system and to prevent the differences from growing
over time, the BMS shall conduct cell balancing.

The BMS continuously monitors the voltage of individual cells in the battery.

When using a passive balancing circuit, a switched resistor is placed in parallel with each individual cell.
Balancing is activated if the voltage level of a specific cell exceeds the voltage level of the lowest
voltage cell in the system by a predefined amount. Balancing is only activated when the voltage level
of the cell (s) to be balanced exceeds a certain voltage level.

In addition to passive balancing, active balancing is implemented by incorporating active balancing
circuits into the system. These active balancing circuits utilize electronic components, such as
transistors and integrated circuits, to actively redistribute energy among individual cells. Unlike passive
balancing, which relies on switched resistors, active balancing circuits employ active components to
actively transfer charge between cells.

Additionally, active balancing is selectively initiated only when the voltage level of the cell or cells to
be balanced exceeds a specified threshold. This proactive approach ensures that active balancing is
employed when necessary to maintain optimal voltage levels across all cells in the system.

1.5. Stationary

1.5.1. Performance

The BMS is a critical component that oversees and enhances the performance of the battery system.
The BMS must ensure optimal functionality and longevity of the battery. The BMS monitors individual
cell voltages, balances cell states of charge, and guards against overcharging and excessive discharging,
thereby safeguarding the battery from potential damage. Additionally, it tracks and manages
temperature levels within the battery, preventing adverse operating conditions. The BMS must
interface with external systems, providing real-time data and insights, enabling remote monitoring,
control, and integration with broader energy management frameworks.

1.5.1.1. Sensors
Voltage sensor
The BMS System must precisely measure the Voltage of each cell (with a minimum accuracy of 2mV).
Current sensor
The BMS must monitor the current passing through the cells.
Temperature sensors
The temperature sensors must be as close as possible to the cells, the number of sensors and their

position is a critical aspect in overseeing the ageing of the battery and the fault detection.
Optionally some sensors can be added to the connections to detect loose contact.
Contactor control
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The position of the contactor must be checked by the BMS to ensure the hardware behaves correctly.
Optionally, several other sensors can be added.
Internal resistance sensor to monitor the SOH of the battery (sensor that measure the current and the

voltage drop associated)
Humidity sensor

To monitor the humidity

Gas sensors

Very effective and fast way to predict TR by monitoring initial gas emissions like hydrogen and CO2
Gas flow sensor

This sensor is a reliable way to measure degassing then anticipate thermal runaway

Accelerometers

The accelerometer is a cheap sensor allowing traceability of any shocks received by the modules.
Communication sensors: communicate externally with a heartbeat to ensure the link is not broken
with the master BMS or EMS.

Ultrasound emitter and sensor: to monitor the SOH

Sound sensor: to monitor critical events such as electric arcs and so on.

1.5.1.2. Forecast usable energy
The BMS employs its sensors to gauge the SOC, primarily relying on voltage and current
measurements, and the SOH, which is predominantly assessed through voltage, current, and cell
resistivity measurements.

1.5.1.3. Report available power
The Battery Management System (BMS) is required to communicate externally as needed or on a
regular basis, with a reasonable delay. The BMS must possess the capability for self-diagnosis to detect
malfunctioning sensors. It should compute real-time availability and recommend components that
necessitate O&M attention.

1.5.2. Self-consumption

1.5.2.1. Power supply
The BMS should be designed to separately regulate the power it draws from its main supply and the
power it draws from the individual cells. This ensures that the BMS power supply does not excessively
drain energy from either source, maintaining a balanced and efficient operation while preventing over-
discharge of the cells.

1.5.2.2. EMS (Energy Management System)
The EMS must be appropriately sized, capable of opening circuits in the event of a short circuit, and
possess voltage withstand capability tailored to the managed cell configuration. Optionally, the EMS
should include a resistor to limit the current passing through the cell during charge or discharge.
Additionally, the EMS may incorporate a diode to prevent any charging in a fully charged state.
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2. Operational conditions

2.1 Maritime
Each pack has seven operation modes as shown in the table below. In a multi-pack ESS, it is possible
for different packs to be in different operation modes. Each mode represents a different state of
readiness of the pack. The operation mode for each pack is communicated to the EMS. Commands to
change the operation mode should be made through the EMS. Table 2 lists different pack modes

available.

Pack Modes | Pack Module Communication Connection to Ability to
Controller Power to EMS DCBus Connect
Power

OFF Off Off Off Disconnected Unable

POWER SAVE | On Off On Disconnected Unable

FAULT On On On Disconnected Unable

READY On On On Disconnected Able

CONNECTING | On On On Disconnected Able

CONNECTED | On On On Connected Connected

NOT READY On On On Disconnected Unable

Table 2: Pack Operation Modes

2.2HDV
The operational conditions of a BMS in HDVs encompass various aspects that the system must manage
and adapt to, ensuring the safe, efficient, and reliable performance of the battery pack under diverse
and often demanding conditions.

2.2.1 Wide Range of Temperatures

e HDVs operate in environments ranging from very cold to extremely hot conditions.

e The BMS must maintain battery temperature within an optimal range for performance and
safety, using heating or cooling as needed.

2.2.2 Varying Load Conditions

e HDVs experience fluctuating loads, from heavy towing and hauling to idling.

e The BMS must adapt to these changes, managing the state of charge (SoC) and discharge rates
to prevent battery strain.

2.2.3 Rough Terrain and Vibration
e Off-road or rugged terrain operations involve significant vibration and shocks.
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e The BMS must be robustly constructed to withstand these conditions without failure in its
monitoring and control functions.

2.2.4 Extended Operational Periods
e Many HDVs, such as long-haul trucks, are used for extended periods without significant breaks.
e The BMS needs to ensure battery longevity and reliability over these prolonged operational
times.

2.2.5 High Power and Energy Demands

e HDVs require high power for acceleration and heavy lifting, and high energy for prolonged
usage.

e The BMS must efficiently manage energy distribution and battery health under high-power
demand scenarios.

2.2.6 Regenerative Braking Systems
e Many HDVs feature regenerative braking, which recovers energy back into the battery.
e The BMS must manage the intermittent and variable energy inflow from regenerative braking.

2.3 Off-road

2.3.1 Temperature
Operational conditions for off-road vehicles need to consider especially the various temperature
ranges from extreme cold to warm. Environmental humidity variation affects mostly the HW
components, but temperature causes changes in the behaviour of the cell due to physical and chemical
phenomena.

2.3.2 Trim
Temperature trim systems like preheating or liquid cooling are normally external systems from BMS,
but a BMS system design should consider options to have possibilities to control the external thermal
systems. For example in cold temperatures it might not be possible to charge the battery without
preheating. If the trim is not made, charging or discharging in extreme cold or high temperatures may
cause safety hazards, damage or even catastrophic failure.

2.3.3 Terrain
Off-road terrain changes a lot and must be considered when a liquid cooling system design is created.
Different angles can affect how cooling/heating system trim works and that could cause also BMS
readiness delays which then need to be considered in the BMS design.

2.3.4 Configurations
Hybrid and full electric options represent very different use cases for the charging/discharging curves,
which affects the selection of battery chemistries and aging of the battery pack. In particular, hybrid
solutions endure a higher cycle count as their cycling for one day might be tens of times greater than
full electric. Full electric systems have greater demands with respect to charging power, which places
greater demands on ancillary components such as connectors, cabling, and cooling systems to achieve
the necessary system longevity. Usually the optimized solution for the different use cases can be found
by changing the configurations, which is why the capability to update configurations, especially for the
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2.4 Stationary
2.4.1 Balancing

Battery balancing within a BMS is a crucial process to ensure that individual cells in a battery pack have
similar states of charge.

The balancing can be passive (resistor or Zener) or active (see Figure 4).

Balancing
Cell Balancing
|
| I
Passive Active
|
[ 1
Fixed Switched Charge Energy
shunt shunt shuttling converter
resistor resistor [ 1 | 1
/ Multiple switched One switched Switched Shared
capacitors capacitor transformer  transformer
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Control | :"’ :r‘ :/ :f :.f oo — 1
[N SN S b f [5}
Control 4 = A _E- k.

Figure 4: Cell balancing: Active or Passive

2.4.1.1 Passive resistive balancing
Resistors are connected across higher-voltage cells to dissipate excess energy as heat. This method is
simple but less efficient and is commonly used in low-cost applications. This method often requires
long periods (hours or even days) to properly balance cells.

The Balancing can be triggered by a voltage difference between two cells or because one cell has
reached its voltage limit. A good balance can significantly improve the charging speed.

2.4.1.2 Active balancing
Active balancing involves using electronic circuits to transfer energy from cells with higher voltage to
those with lower voltage. This method enables the utilization of all the energy stored in the battery,
particularly when the cells exhibit significantly disparate states of health.

For stationary applications, the BMS must be able to perform a diagnosis and to balance cells while
the storage system is operating in normal conditions (either charging or discharging). To do so, the
BMS must be able to adjust the current as a function of temperature and SOC. Also, it must be able to
evaluate the SOC and SOH of each cell. This feature may require maintenance balancing and a few
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hours of power outage. However, the algorithm must then be able to identify cells that are at a low
SOH that can be balanced throughout a cycle instead of being replaced — bypassing cells while charging
or discharging may be an option. This would reduce the time spent on cell balancing and allow a follow-
up of the low SOH cells that will then need to be replaced.

To avoid any power outage while cell balancing, another option would be to operate the whole plant
without a string (one battery pack in system with several packs in parallel) that is isolated from the rest
of the storage system to perform cell balancing. Then the algorithm would rotate and switch to another
string when the previous one is balanced. However, this technique of rolling balancing would
temporarily reduce the available capacity of the BESS.

The software must be evaluative and allow updates.

2.4.2 Safe operating area
Every time cells are exiting their SOA the BMS must open the circuit or limit the current though a
resistor to protect the cells.

2.4.2.1 Voltage
The BMS ensures that the cells do not go beyond their voltage working range.

2.4.2.2 Current
The maximum charging and discharging currents are defined by the cell's specifications. Most of the
time the maximum current is linked to the maximum and minimum temperature within the battery
rack.

2.4.2.3 Temperature
If an element is overheating the BMS must limit the current or cut the connection between the rack
and the grid.

If the rack is equipped with a cooling solution (Fan / vent) or a heating solution, the BMS can activate
the latter to stay within the optimal temperature range.

2.4.2.4 Logging
The BEMS must maintain a comprehensive log of lifecycle events, ensuring accurate documentation of
loggable occurrences.

3 Safety protocol of BMS

3.1 Maritime

Safety and Alarm Systems
Emergency Stop (E-Stop)

The E-stop is a critical safety feature of the BMS. Any number of Pack Controllers can be connected on
the same E-stop circuit. Each Pack Controller reads the “E-stop signal in” independently of the other
packs. Any individual pack, even in the loss of all functionality, will not affect the “E-stop signal in” line
and will not disable the other packs
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Multiple levels of safety have been implemented in the Orca ESS. A hardware-only safety loop prevents

unsafe operation of the battery pack even if software functionality is lost. Hardware fault detection

circuits will interrupt the safety loop which causes the contactors to open. Table 3 lists various

conditions that interrupt the hardware safety loop. The loss of electrical power to these circuits will

also open the contactors.

Condition Location Description

E-stop from | Master Control | 24V is not detected on the E-stop signal in.

customer Module

CPU reset Master Control | Master Control Module has experienced a processor reset.
Module

Safety loop | Master Control | Safety loop may not be functioning correctly.

integrity Module

Pack HVIL Pack Disconnect | Pack Disconnect Module has been physically disengaged from
Module the battery high voltage line.

CPU reset Pack Disconnect | Pack Disconnect Module has experienced a processor reset.
Module

Cell over | Battery Module | The measured temperature on a cell has exceeded the

temperature hardware safety limit.

Cell over voltage | Battery Module | The measured voltage on a cell has exceeded the hardware

safety limit.

Cell under | Battery Module | The measured voltage on a cell has exceeded the hardware

voltage safety limit.

Module in sleep | Battery Module | The module BMS is turned off (can be from pack "power

mode save" mode, turning off BMS power, or module not installed

into a rack).

Table 3: Hardware Safety Loop Trigger Conditions

To return to normal operation state:

e The alarm condition has to no longer be present.

e The operator uses the EMS to send a reset alarm command on the communication interface
(E.g. Modbus TCP).
e The operator confirms that the pack operation mode is “READY” via the EMS.

Alarm system
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An alarm is a signal indicating an abnormal condition in the BMS. There are two levels of alarm in the

system: fault and warning.

A fault is an alarm that will cause the BMS to disconnect the pack from the DC bus. Faults do not
automatically clear; the command to reset alarms must be sent by the operator. The presence of a

fault on the pack indicates that the pack is not suitable for operation. Other packs in the ESS are

independent and unaffected and will continue operation. Table 4 lists the alarm conditions.

A warning is an alarm that indicates a potential unsafe condition or a reduction of functionality. It will

automatically clear when the condition itself is no longer present.

Name Level Type | Description
Series element Warning | Safety | The measured voltage on a cell has exceeded the
over/under voltage warning/fault limit
-> Fault
Series element over Warning | Safety | The measured temperature on a cell has
temperature exceeded the warning/fault limit
-> Fault
Low temperature Fault Safety | The array has been charged too quickly at a very
Overcurrent low temperature, permanent damage to the cells
is imminent
Pack Contactor fail Fault Safety | The Pack Controller contactors are not
functioning correctly
Pack HVIL Fault Fault Safety | The High Voltage Interlock Loop has been broken
E-Stop active Fault Safety | The E-stop OK signal into the Pack Controller is
not asserted
Safety shutdown Fault Safety | The hardware safety system has been triggered
Pack Ground fault* Fault Safety | The ground fault check upon start-up has
detected the presence of a ground fault
Pack Disconnect Module Warning | Safety | Noise filter components in the PDM are in an over
(PDM) over temperature temperature state
Pack overcurrent Warning | Safety | Pack is being charged or discharged at a rate
higher than the allowed current limit
Fuse failure Warning | Safety | A fuse has blown in the PDM

Table 4: List of Alarm Conditions
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3.2HDV

3.2.1 Fault Detection and Diagnostics
Identifies and reports faults like short circuits, open circuits, and internal failures. Takes actions to
mitigate issues, such as isolating affected sections or system shutdown.

3.3.2. Emergency Response Features
Allows for quick disconnection of the battery in emergencies. Some systems include fire suppression
for thermal events.

3.3.3. Thermal, Voltage and Current Monitoring
Continuous monitoring of the voltage and current of each cell or cell group is essential to prevent
overcharging and deep discharging, both of which are harmful to battery health and safety. The system
constantly checks the temperatures of battery cells to prevent overheating and thermal runaway. It
also maintains optimal temperatures by controlling the cooling.

3.3 Off-road

3.3.1 Fault generation
A fault should be generated from overstepping the defined safety parameters example for
temperature, voltage or current. Faults should be static or can be cleared by reset. Static faults can be
removed only by intentional change with maintenance tools. The BMS configurator should consider
carefully which faults must be static to prevent unnecessary maintenance in situations where the
system problems can be solved by the driver or the system observer.

3.3.2 Battery contactor
The battery contactor should be opened when a fault is triggered. This causes battery disconnection
and vehicle stop. A backup battery should be considered for this kind of used cases. Sometimes it is
mandatory to be able to control the system or even move the vehicle even the main battery is in fault
state.

3.3.3 Safety configuration updates
Cyber security must be considered when safety configuration updates are performed. It is crucial that
safety parameters cannot be accessed by unauthorized users to ensure safe and reliable operation.

3.4 Stationary
3.4.1 Safety

3.4.1.1 Prediction (long term)
Identify and quantify long term trends that could cause safety concerns (direct measurements like IMD
or advanced analytics like ageing mechanisms). In the BMS or the cloud-based extension.

3.4.1.2 Detection (short term)
Comply with Safe Operation Area in terms of T, I, V.

Trigger corresponding safety features: electrical = breaker, thermal = fans/cooling.

3.4.1.3 Mitigation (post-event)
Adapt sampling frequency to the event being captured.
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Ensure power supply.

3.4.1.4 Safety hazard detection
The Battery Management System (BMS) is mandated to promptly signal the occurrence or detection
of a fire. A well-developed BMS has battery safety systems that prevent short-circuits, ground faults,
and thermal runaway.

4 Risks

Among the risks that a BMS can present, it can be mentioned:

- Afaulty BMS is itself a risk for all the system. Common causes of battery management system
failure include cell imbalance, overcharging and undercharging, temperature-related issues,
and communication errors.

- Failure of the protocol communication, the information is not properly transferred.

- Overheating or exposure to excessive ambient temperature when the cooling system is
insufficient, then the cell can overheat and cause fire.

- Cyber security must be considered.
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