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Abstract 

The BATMAX Ethics Plan is a shared framework designed for guiding the project's ethical practices. 

This main deliverable describes the ethical challenges and steps connected to BATMAX's research 

work. More precisely, the Plan lists the upcoming tasks and roles of the consortium members, 

highlighting the importance of meeting all ethical guidelines. This document is central to Task 1.2 (T1.2) 

Ethics Management, which focuses on making sure everyone follows the set ethical rules. VTT leads 

this task and is also in charge of this deliverable. As the task leader, VTT serves as the Ethics Mentor, 

keeping an eye on ethical matters in the project and ensuring they're addressed properly. Even though 

VTT is at the forefront of T1.2, it's vital for all consortium members to work ethically and honestly. 
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Publishable Summary 

This deliverable of BATMAX project which is co-funded by EU Horizon Europe programme presents the 

ethics plan of the project. The target of the Task 1.2 is to demonstrate that appropriate health and 

safety procedures conforming to relevant guidelines and legislation are followed for staff involved in 

this project. This deliverable aims at explaining the various aspects of ethical issue related to the 

contents of BATMAX. This Deliverable identifies the overall approach and results of the ethical 

requirements laid upon BATMAX. This document covers the following aspects: 

- Ethics monitoring 

- Data management 

- Cybersecurity and privacy 

- Testing 

- Ethics by design 

- Ethical principles 

Ethics monitoring concentrates on the role and participation of Ethics Adviser. Data management 

deals with aspects on data processing, data must be collected, verified, cleaned, formatted, and 

integrated. Cybersecurity and privacy define ethical issues of protecting systems, networks, and 

programs, as well as right to be left alone, or freedom from interference or intrusion. Information 

privacy identifies issues related to the right to have some control over how your personal information 

is collected and used. 

Testing domain addresses the aspects relevant to developing technology beyond state-of-the-art. The 

testing, laboratory prototype demonstration, system integration and functional features are included. 

Ethics by Design uses a generic model of the design process by which software systems are produced. 

Under this approach the ethical concerns are treated as general system requirements. Ethical 

principles cover various separate but still interconnected issues like human, the environment (flora, 

fauna), artificial intelligence (AI), non-EU participation and other topics. 

In total, there are 25 Ethics requirements defined and solved in this document. The Ethics requirements 

(ER) have been classified under the following domains (number of ERs under each domain) and 

[hyperlink to the reference Tables in this document]: 

- research integrity  (4) [Table 1] 
- cybersecurity and privacy  (4) [Table 2] 
- testing   (3) [Table 3] 
- ethics by design  (6) [Table 4] 
- ethical principles  (8) [Table 5: Ethics requirements related to 

Ethical principlesTable 5] 

All agreed ethics requirements and related issues have been solved and included in this document. 

All deliverable D1.2 related objectives are fully achieved. The complete set of ethical requirements to 

carry out the proposed work including but not limited to design, development, and deployment of 

these requirements are concluded. 
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Introduction 

The BATMAX project will follow the ethics appraisal procedure in Horizon Europe. The aim is to ensure 

that the provisions on ethics regulation and rules are respected. BATMAX develops performance, 

safety, reliability, and service life of battery systems. In general, there are not too many ethic issues 

related to the domains of battery management systems, Digital Twin and/or data communication in 

between. However, to take the approach to a deeper level, there are some domains that will be 

addressed to evidence the absence of ethical requirements that are not covered in the project. 

The Grant Agreement (GA) stipulates that the action must be carried out in line with the highest ethical 

standards and the applicable EU, international and national law on ethical principles. Also, the 

beneficiaries must commit to and ensure to respect basic EU values such as human dignity, freedom, 

democracy, equality, the rule of law and human rights, including the rights of minorities.  

The selected approach to determine the Ethic requirements has covered the following domains: 

- battery management system 

- digital twin 

- personal data 

- privacy 

- cyber security 

- data communication 

Aim of this deliverable 
This deliverable D1.2 is an outcome of the task 1.3 “Ethics management” and it covers the topics 

related to the health and safety procedures followed for staff involved in this project. The safety of the 

personnel and other involved researchers is at stake and thus potentially raising ethical issues. The 

technical challenges are expected to cover active, passive, and overall usability aspects. 

This deliverable explains the various aspects of ethical issues related to the contents of BATMAX, 

especially when improving battery system performance, safety, reliability, service life, and lifetime 

cost. 

Each Ethics requirement is presented in the following Tables and identified with an ID, briefly defined, 

and described by means to cover each issue as ‘accomplishment’. 

Ethics, research integrity and EC ethics principles 

Ethics 

EC defines ethics in the following way: 

“The EC perceives ‘ethics’ as including questions of legal and regulatory compliance as well as 

a branch of philosophy. It is part of a process of ‘governance’. The consideration of ethical 

issues, starting at the conceptual stage of a proposal, enhances the quality of research, 

increases its social impact, promotes research integrity, promotes a better alignment of 

research with social needs and expectations and, finally, supports the societal uptake of the 
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fruits of research because high ethical standards merit public trust. In this spirit, the 

Commission aims to build a relationship between the research process and ethics that is 

collaborative and constructive (rather than negative and inhibitive).” F

1 

In the Grant Agreement, Article 14, the EC brings out the following aspects related to ethics and values: 

ARTICLE 14 — ETHICS AND VALUES 

14.1 Ethics 

The action must be carried out in line with the highest ethical standards and the applicable 

EU, international and national law on ethical principles. 

Specific ethics rules (if any) are set out in Annex 5 to GA. 

14.2 Values 

The beneficiaries must commit to and ensure the respect of basic EU values (such as respect 

for human dignity, freedom, democracy, equality, the rule of law and human rights, including 

the rights of minorities). 

In the Annex 5 Article 14 Ethics GA defines in detail that: 

The beneficiaries must carry out the action in compliance with: 

˗ ethical principles (including the highest standards of research integrity)2 and applicable 

EU, international and national law, including the EU Charter of Fundamental Rights and 

the European Convention for the Protection of Human Rights and Fundamental 

Freedoms and its Supplementary Protocols. 

˗ No funding can be granted, within or outside the EU, for activities that are prohibited in 

all Member States. No funding can be granted in a Member State for an activity which is 

forbidden in that Member State. 

˗ The beneficiaries must pay particular attention to the principle of proportionality (no 

harm approach), the right to privacy, the right to the protection of personal data, the 

right to the physical and mental integrity of persons, the right to non-discrimination, the 

need to ensure protection of the environment and important levels of human health 

protection. The beneficiaries must ensure that the activities under the action have an 

exclusive focus on civil applications. 

Research integrity 

The BATMAX consortium is committed to respecting the fundamental principle of research integrity as 

set out in the “European Code of Conduct for Research Integrity”3 document provided by ALLEA - All 

European Academies –group. The ALLEA document states: 

 
1 Roles and Functions of Ethics Advisors/Ethics Advisory Boards in EC-funded Projects. 

https://ec.europa.eu/research/participants/data/ref/h2020/other/hi/ethics-guide-advisors_en.pdf 
2 European Code of Conduct for Research Integrity of ALLEA (All European Academies). 
3 European Code of Conduct for Research Integrity of ALLEA (All European Academies) 

http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/h2020-ethics_code-of-conduct_en.pdf 
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”Good research practices are based on fundamental principles of research integrity. They 

guide researchers in their work as well as in their engagement with the practical, ethical, and 

intellectual challenges inherent in research.” 

Naturally, continuous supervision and guidance is made by the management of BATMAX regarding to 

following contexts defined by ALLEA regarding Research Integrity: 

˗ Research Environment 

˗ Training, Supervision and Mentoring 

˗ Research Procedures 

˗ Safeguards 

˗ Data Practices and Management 

˗ Collaborative Working 

˗ Publication and Dissemination 

˗ Reviewing, Evaluating and Editing 

These are combined into four sub-domains in the fundamental ethical principles4 in the ethics code of 

conduct, see table below. 

Table 1: Ethics requirements related to Research integrity 

ID Issue Accomplishment 

ER01 Reliability Ensure the quality of research reflected in the design, the methodology, the 
analysis, and the use of resources 

ER02 Honesty Ensure that in developing, undertaking, reviewing, reporting, and communicating 
research in a transparent, fair, and unbiased way 

ER03 Respect Ensure for colleagues, research participants, society, ecosystems, cultural 
heritage, and the environment 

ER04 Accountability Ensure that for the research from idea to publication, for its management and 
organization, for training, supervision, and mentoring, and for its wider impacts 
and means that beneficiaries must ensure that persons carrying out research tasks 
follow the good research practices and refrain from the research integrity 
violations. 

 

Specific ethical dimensions relevant to BATMAX 

Non-EU countries 
The non-EU countries in BATMAX are Norway, Switzerland, and North Macedonia. Some of the 

research activities in BATMAX project are carried out in these countries. These activities involve battery 

system hardware development, battery testing, battery modelling and battery data analysis. 

 
4 European Code of Conduct for Research Integrity of ALLEA (All European Academies) 

http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/h2020-ethics_code-of-conduct_en.pdf 
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BATMAX project partners in Norway will carry out battery testing and battery modelling as well as 

provide and analyse battery data from a reference battery system. 

In Switzerland, the research activities include development of electronics components for battery 

management systems, battery testing and modelling, and battery prototype assembly and validation 

in laboratory. 

The project activities in North Macedonia involve battery manufacture, and battery data analysis and 

modelling for improved battery management. 

The foreseen activities to be implemented in these countries do not raise any ethics concern per se: 

there are no controversial research methods or technologies involved, or risks of discrimination or 

stigmatisation for researchers, staff or organisations involved in BATMAX activities. The activities 

outside EU will increase relevance and impact of the project and its results while they are not meant 

to take advantage of different legislation, standards, or local resources.  

In fact, Norway, Switzerland, and North Macedonia ensure standards for research participants and 

local staff like those of the EU counterparts. Therefore, there are no major ethical concerns related to 

the participation of non-EU countries in the project. 

Artificial Intelligence 
Research activity in BATMAX involves development, deployment and/or use of Artificial Intelligence in 

the analysis of diverse types of measured technical (electrical, physical, chemical) data from various 

battery sensors and systems. The AI is used to analyse data from the laboratory prototype systems, 

synthetic battery data generated by the models produced in the project, as well as technical data from 

reference systems provided by the project partners. All data analysed by AI are of technical nature and 

do not contain potentially sensitive information on persons, human rights, or other sensitive topics.  

Therefore, there are no major ethical concerns related to the use of AI in the BATMAX project. 

Ethics management in BATMAX 

Ethics monitoring 
The project coordinator will propose an external and independent expert to act as Ethics Advisor (EAd). 

Their role is to monitor the ethics issues involved in the project and how they are handled.  

The EAd will attend project meetings when necessary and will be consulted on all ethical issues. Ethics 

issues will be covered in the Management Committee (MC) meeting as a standard point on the agenda. 

Each BATMAX beneficiary and participants regardless of the role in the project are to ensure that their 

contractual obligations under Article 14 (ethics) in the GA shall be applied as stipulated in this 

document. 

Data management 
For systems that involve data processing, data must be collected, verified, cleaned, formatted, and 

integrated. Data collection involves the collection of initial data, its description and initial analysis, and 

verification of quality. To integrate ethical requisites into this process, assess how different steps in 

the process might support or violate ethical or data protection requirements. Make necessary changes 

as a result. If appropriate changes are not possible, the design objectives may need to be re-evaluated. 
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In this phase, fairness (including bias, discrimination, and diversity), privacy and data quality will be 

particularly important.5 

The activities within the scope of BATMAX do not handle specific personal data as it is defined in the 

European General Data Protection Regulations (GDPR). In BATMAX, there are no users, members of 

public or external actors involved in the project processes. Thus, there is no specific need to collect any 

personal data. According to GDPR data that can be used to identify a person directly or indirectly, such 

as by combining an individual data item with some other piece of data that enables identification, are 

personal data. Persons can be identified by their name, personal identity code or some other specific 

factor. Compliance with the requirements of the GDPR is required when processing personal data. The 

GDPR protects personal data regardless of the technology used for processing them. Neither does the 

storage method of the data matter: they can be stored in an IT (Information Technology) system, video 

surveillance system, or paper archive.6 

Regarding the applicability of data protection regulations, it is also irrelevant whether the processing 

of personal data has been centralised in one location or dispersed across several locations, systems, 

or processors. The essential consideration is that the data concerning a specific individual can be 

obtained from the centralised or dispersed data set by certain criteria, such as the name or personal 

identity code. In other words, if their purpose of use is the same, the data belong to the same logical 

data file even if they are collected from various sources, stored in distinct locations, or processed by 

different parties.6 

The processing of personal data (included in the data management) refers to activities such as the 

collection, storage, use, transfer, and disclosure of personal data. All activities involving personal data, 

from the planning of processing to the erasure of personal data, constitute processing of personal 

data.7 

Personal data must always be processed in compliance with the data protection principles specified in 

data protection legislation. The data protection principles state that personal data must be processed 

lawfully, fairly and in a transparent manner in relation to the data subject processed confidentially and 

securely:6 

- collected and processed for a specific and lawful purpose 
- collected only to the amount necessary regarding the purpose of the processing 
- updated when required ‒ inaccurate personal data must be erased or rectified without delay 

and 
- kept in a form which permits identification of data subjects for no longer than is necessary for 

the purposes for which the personal data are processed. 

The EU Protection of personal data8 constitutes that everyone has the right to the protection of 

personal data concerning them. Such data must be processed fairly for specified purposes and based 

on the consent of the person concerned or some other legitimate basis laid down by law. Everyone 

has the right of access to data which has been collected concerning them, and the right to have it 

rectified. Compliance with these rules shall be subject to control. 

 
5 c_915554-l_1-k_sienna-ethics-by-design-and-ethics-of-use.pdf (sienna-project.eu) 
6 https://tietosuoja.fi/en/what-is-personal-data 
7 https://tietosuoja.fi/en/what-is-personal-data 
8 http://fra.europa.eu/en/eu-charter/article/8-protection-personal-data 

https://sienna-project.eu/digitalAssets/915/c_915554-l_1-k_sienna-ethics-by-design-and-ethics-of-use.pdf
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All data management and processing take place under and according to GDPR legislation by Project 

Coordinator that is overseen by the nominated controller and maintained by the nominated processor. 

The controller must provide the data subject with all information concerning the processing of 

personal data in a concise, transparent, intelligible, and clear form. The controller evaluates whether 

the information is provided in intelligible language and consistent form. The evaluation should be 

made regarding the potential target group. The purpose is for an average member of the target group 

to obtain a comprehensive and clear overall picture of the processing of personal data.9 

The principle of transparency is provided for as part of the principle of lawful and fair data processing. 

The personal data is processed transparently in relation to the data subject, and the controller must 

be able to demonstrate the data accountability. 

There are no major ethical issues related to data management in the project because there is no 

personal data that are collected in the project. 

Cybersecurity and privacy 
Cybersecurity is the practice of protecting systems, networks, and programs from digital attacks. These 

cyberattacks are usually aimed at accessing, changing, or destroying sensitive information. 

Cybersecurity is about the collection of methods, technologies, and processes to help protect the 

confidentiality, integrity, and availability of computer systems, networks, and data, against 

cyberattacks or unauthorized access.9 

Privacy has become as perhaps the most significant consumer protection issue — if not citizen 

protection issue — in the global information economy. The right to privacy is part of the European 

Human Rights, which states, that everyone has the right to respect for their private and family life, 

home, and correspondence. From this basis, the EU has sought to ensure the protection of this right 

through legislation. The latest response took the form of GDPR in 2016. 9 

Broadly speaking, privacy is the right to be left alone, or freedom from interference or intrusion. 

Information privacy is the right to have some control over how your personal information is collected 

and used.9 

Privacy rights protect the public from unlawful and unnecessary government surveillance. Privacy 

rights protect the privacy of messages, phone calls, and emails. These rights are an element of various 

legal traditions that intends to restrain governmental and private actions that threaten the privacy of 

individuals. Connecting personal data of individuals to internet make them vulnerable to cyberattacks. 

There are also concerns about how much data should be stored and who should have access to it. 9 

Data privacy is focused on the use and governance of personal data, e.g., like putting policies 

in place to ensure that consumers’ personal information is being collected, shared, and used 

in appropriate ways.  

Security focuses more on protecting data from malicious attacks and the exploitation of stolen 

data for profit. While security is necessary for protecting data, it’s not sufficient for addressing 

privacy. 

 
9 https://tietosuoja.fi/en/what-is-personal-data 
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The current era of innovative technologies alters the balance between privacy and disclosure, and that 

privacy rights may limit government surveillance to protect public processes. In addition, privacy shall 

be seen as the right of individuals, groups, or institutions to determine for themselves when, how, and 

to what extent information about them is communicated to others. BATMAX is concerned of the 

anonymity protection of its researchers. 

Table 2: Ethics requirements related to cyber security and privacy 

ID Issue Accomplishment 

ER05 BMS and Digital Twin 
(DT) protection from 
unwanted access 

For the research purposes, the most important is to protect the BMS and 
the DT safety and protect the data communication links between the 
various system actors and data storage to avoid outsiders’ attempt to take 
control of System. Data can be always transferred to data storage. 

ER06 BMS and DT system 
protection from 
malware installations 

For the research purposes, malicious software (malware) security 
protection in the security system is used to protect any malware access to 
the researched systems; a light cybersecurity solution adds an extra layer 
of security to the BMS and DT to protect against cyberattacks. 

ER07 Secure the 
anonymity of the 
researchers 

The researcher-related data is not shared outside the project. Within the 
project, mostly only email and Teams messaging are used between the 
researchers. 

ER08 Researchers’ privacy 
infringements 

Infringements are protected by obstructing any outside data connection 
and retrieving data from the data storage only locally. 

Testing 
The project is developing beyond state-of-the-art BMS and Digital Twin models. The testing and 

laboratory prototype demonstration are planned to take place at VTT and CSEM during 2025 – 2026 

and supported by several partners. The system integration and functional features will be available for 

pre-testing by several project partners mainly in 2024 – 2025. 

Table 3: Ethics requirements related to testing 

ID Issue Accomplishment 

ER09 Simulation testing 
doesn’t show 
sufficient progress 

Simulation tests are used to estimate the performance of various modules 
and components and that they work as they were designed to and to 
validate the performance level of the System to provide safe, secure, and 
reliable physical testing environment. 

ER10 Real testing 
environment: the 
safety of researchers 
in the operational 
area 

BMS prototype is tested using the jointly defined testing protocol that sets 
the overall performance level of BMS. 

Digital Twin framework from prototype to validation is tested using the 
jointly defined testing protocol. 

ER11 Several separate sets 
of testing 
requirements 

For each testing site, the applications for approval for performance has 
been completed with approval. 
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Ethics by design 
Ethics by Design uses a generic model of the design process by which software systems are produced. 

Under this approach the ethical concerns to be addressed are treated as general system requirements, 

just like reliability, as requirements that all systems must achieve. Just like reliability, these 

requirements of an ethical nature place obligations not only on the system’s features, but also on the 

development processes and tools themselves.10 

The model of the development process explains how to embody these ethical issues in the design and 

development processes. The model positions ethical requisites (here: ethical requirements) in the 

phase of the construction process to which they relate as concrete requirements to be undertaken. By 

mapping their own development methodology to the generic model, a developer can determine the 

relevant ethical requirement for each element of their methodology. Ethical requirements will then be 

instantiated in that methodology as tasks, goals, constraints, and similar guidelines. If these are 

adhered to, the chances of ethical concerns surfacing are minimised because each step in the 

development process will contain measures to prevent them arising in the first place. This is the 

essence of Ethics by Design. 10 

Ethical AI cannot be achieved purely through the characteristics of the system produced. Ethics by 

Design is, by definition, embedded into the development process itself. This means developers must 

change how they work. This is likely to require alterations to team structures, such as adding additional 

roles, creating new communication channels, building additional review and decision processes. It will 

also require additional tools and alterations to existing ones. Some aspects of development will be 

more cumbersome than before because they will add additional documentation requirements or 

additional considerations. In many ways, moving development to Ethics by Design is like moving from 

one type of programming language to a different type, such as moving from a procedural language to 

an object-oriented one.10 

There are six generic “tasks” in the Ethics by design model10:  

1. Specification of objectives. This is the determination of what the system is for and what it 

should be capable of doing.  

2. Specification of requirements. This is development of the technical and non-technical 

requirements and constraints by which to build the system. This includes initial determination 

of required resources, together with an initial risk assessment and cost benefit analysis (CBA), 

resulting in a design plan.  

3. High-level design. This is the development of a high-level architecture and is sometimes 

preceded by the development of a conceptual model.  

4. Data collection and preparation. Data must be collected, verified, cleaned, formatted, and 

integrated.  

5. Detailed design and development. This involves the actual construction of a full working 

system. For software development, this will involve programming and coding. Robotic systems 

will also include a manufacturing component.  

6. Testing and evaluation. This is the process of testing of the system and evaluation against the 

original objectives and requirements. 

 
10 https://sienna-project.eu/digitalAssets/915/c_915554-l_1-k_sienna-ethics-by-design-and-ethics-of-use.pdf 

https://sienna-project.eu/digitalAssets/915/c_915554-l_1-k_sienna-ethics-by-design-and-ethics-of-use.pdf
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These generic tasks are included and covered to high extend in the Tables in this document. 

More specifically, there are six ethical principle categories11 that are the basis for ethics by design and 

any AI system must preserve and protect based on fundamental rights as enshrined in the Charter of 

Fundamental Rights of the European Union (EU Charter), and in relevant international human rights 

law. 

Table 4: Ethics requirements related to Ethics by Design 

ID Ethical Issue Ethics requirement Yes No Accomplishment 

ER12 Respect for 
Human 
Agency 

Respect for human agency 
encapsulates three more 
specific principles, which 
define fundamental human 
rights: autonomy, dignity, 
and freedom. 

Y -- Human beings are respected to make 
their own decisions and carry out 
their own actions. 

ER13 Privacy and 
Data 
governance 

People have the right to 
privacy and data protection 

Y -- Privacy and data protection are 
always respected. See more details 
in Table 5 

ER14 Fairness People should be given 
equal rights and 
opportunities and should 
not be advantaged or 
disadvantaged undeservedly 

Y -- People are treated appropriately 
respecting their gender, race, age, 
sexual orientation, national origin, 
religion, health, and disability 

ER15 Wellbeing AI systems should 
contribute to, and not harm, 
individual, social, and 
environmental wellbeing. 

Y -- AI system developer can identify 
who will be the possible 
stakeholders before constructing the 
system 

ER16 Transparency The purpose, inputs and 
operations of AI programs 
should be knowable and 
understandable to its 
stakeholders 

Y -- A system design (and the processes 
of construction) includes measures 
to facilitate the traceability of the AI 
system during its entire lifecycle, 
from initial design to post-
deployment evaluation and audit 

ER17 Accountability 
and Oversight 

Humans should be able to 
understand, supervise and 
control the design, 
development, deployment, 
and operation of AI systems. 

Y -- AI-driven systems shall include 
concrete functionality which will 
enable humans to understand the 
decisions made by the system and 
allow humans to override them or 
correct erroneous learning outcomes 

 

To embed these six ethical principles in their design, the proposed AI systems should comply with the 

general ethics requirements, Table 5. 

 
11 ethics-by-design-and-ethics-of-use-approaches-for-artificial-intelligence_he_en.pdf (europa.eu) 

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/ethics-by-design-and-ethics-of-use-approaches-for-artificial-intelligence_he_en.pdf
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Non-EU countries 
Also, the BATMAX participants which are established in a non-EU country, or which are international 

organisations undertake to comply with their obligations under the GA and to respect general 

principles (including fundamental rights, values and ethical principles, environmental and labour 

standards, rules on classified information, intellectual property rights, visibility of funding and 

protection of personal data), Table 5. 

Table 5: Ethics requirements related to Ethical principles 

ID Ethical principle Ethics requirement Yes No Accomplishment 

ER18 Human activities involving work with 
human beings that are not 
part of the staff of the 
participants 

-- X No external 
participants/users 

ER19 Personal data involve processing of personal 
data 

-- X No personal data collected 

ER20 Non-EU countries activities carried out in non-
EU countries 

Y -- Aspects related to Norway, 
Switzerland and North 
Macedonia addressed 
sufficiently 

ER21 Environment, 
health, and safety 
– harm to the 
environment, 
fauna, or flora 

involve the use of substances 
or processes (or technologies) 
that may cause harm to the 
environment, to animals or to 
plants 

Y -- EHSQ processes and control 
are applied and monitored to 
select materials and methods 
that minimise impacts. 

ER22 Environment, 
health, and safety 
– harm to 
humans 

involve the use of substances 
or processes (or technologies) 
that may cause harm to 
humans working in the 
process 

Y -- EHSQ processes and control 
are applied and monitored to 
select materials and methods 
that minimise impacts. 

ER23 Artificial 
Intelligence (AI) 

involve the development, 
deployment and/or use of 
Artificial Intelligence-based 
systems 

Y -- The reduction of battery 
models combined with AI-
based surrogate modelling 
(model fusion), utilising 
active learning to improve 
the data efficiency and 
decrease the model 
development time   

ER24 Other specific 
ethics issues 

other ethics issues that should 
be taken into consideration  

-- X No need to consider other 
specific ethics issue   

ER25 Potential misuse 
of results 

involve or generate materials, 
methods, technologies, or 
knowledge that could be 
misused for unethical 
purposes 

-- X All generated outputs serve 
merely BMS and DT aspects 
only 

 

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/ethics-

by-design-and-ethics-of-use-approaches-for-artificial-intelligence_he_en.pdf 

https://sienna-project.eu/digitalAssets/915/c_915554-l_1-k_sienna-ethics-by-design-and-ethics-of-

use.pdf 

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/ethics-by-design-and-ethics-of-use-approaches-for-artificial-intelligence_he_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/ethics-by-design-and-ethics-of-use-approaches-for-artificial-intelligence_he_en.pdf
https://sienna-project.eu/digitalAssets/915/c_915554-l_1-k_sienna-ethics-by-design-and-ethics-of-use.pdf
https://sienna-project.eu/digitalAssets/915/c_915554-l_1-k_sienna-ethics-by-design-and-ethics-of-use.pdf
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Conclusions 

Main conclusion 
Ethics is not only how we address and manage rights, data, and well-being of all researchers and 

people around the research facilities. It has been shown that ethics is related also to all the following 

parts of BATMAX:  

- battery management system 

- digital twin 

- personal data 

- privacy 

- cyber security 

- data communication 

The ethical issues emerge from various actions, failures, risks, interpretations, and unintentional 

events. For these ethical issues there are in this document means to solve these ethics requirements. 

The means are called as “accomplishments”. 

Main steps forward 

Identified Ethics requirements 
The Ethics requirements (ER) have been classified under the following domains (number of ERs under 

each domain) and [hyperlink to the reference Tables in this document]: 

- research integrity  (4) [Table 1] 
- cybersecurity and privacy  (4) [Table 2] 
- testing   (3) [Table 3] 
- ethics by design  (6) [Table 4] 
- ethical principles  (8) [Table 5: Ethics requirements related to 

Ethical principlesTable 5] 

Means to address the ethics requirements 
For each ER, there is the main means to solve (ref. to as ‘accomplishment’) the specific ethics 

requirements. During the implementation of BATMAX, these accomplishments provide the sturdy 

steppingstones to guide the work to a sustainable completion without jeopardizing any ethical issues. 

In total, there are 25 Ethics requirements defined and solved in this document. 


